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Abstract

With the need to store a huge amount of personal information,

Computer hardware has become extremely vital nowadays. However,

some challenges follow this expansion; for instance, solving the prob-

lem of maintaining security challenges by using high-security algo-

rithms. As a result, a high-security cryptosystem with low compu-

tation power is needed. One of the lattice-based cryptosystems that

meet these requirements is NTRU. Since the NTRU cryptosystem pro-

posal, many variants were proposed by researchers using different alge-

braic structures. In this paper, we design a new cryptosystem variant

of NTRU, called BOTRU, which is a high-performing system based on

bi-octonion subalgebra and it has good resistance to some well-known

attacks, such as a brute force attack. The creation of two public keys

in the system proposed has differentiated it from NTRU and NTRU

like cryptosystems. Some arithmetic operations are used for compar-

ing the efficiency of BOTRU with the OTRU cryptosystem. Based on

arithmetic assessment, the comparison reveals that the BOTRU has

a higher speed than the OTRU.
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1 Introduction

In 1996, Hoffstein et al. [1] introduced the NTRU public key cryptosystem
that operates in the ring of truncated polynomials Z [x] /

(

xN − 1
)

. Its name
NTRU indicates the use of number theory and rings. It is the first system
thatis not based on complicated mathematical problems. NTRU is dependent
on the shortest vector problem in a lattice. The speed of NTRU is one
of its considerable features. Compared to RSA and ECC, NTRU executes
drastically faster and its key is significantly smaller.

Since NTRU was proposed, many researchers have improved its performance
over the past two decades. This was done by developing its algebraic struc-
ture. In 2002, Gaborit et al. [2] introduced an analog of NTRU, called
CTRU, based on a polynomial ring on F2 [x] . In 2005, Coglianese and Goi
[3] presented an analog of NTRU, called MaTRU. This system operates in the
ring of k×k matrices of polynomials in Z [x] / (xn − 1) . In 2009, Malekian et
al. [4] gave a four-dimensional cryptosystem, QTRU, depending on quater-
nion algebra. In 2010, Malekian et al. [5] introduced a multi-dimensional
cryptosystem, OTRU, based on non-associative and non-commutative alge-
bra; namely, octonion algebra. In 2011, K. Jarvis [6] introduced ETRU
based on Eisenstein integer ring Z [ω] . In 2016, Yassein and Al-Saidi [7-
10] introduced analogs to the NTRU cryptosystem called HXDTRU and
BITRU, defined by the hexadecnion and binary algebras. For BITRU, its
design relies on establishing two public keys, which in turn helps increase
the security and complexity of BITRU. In 2018, Yassein and Al-Saidi [11,
12] also designed another multidimensional NTRU-like cryptosystem, called
BCTRU, which relies on Bi-cartesian algebra. In the same year, Atani et
al. [13] introduced a new NETRU cryptosystem that operates over the ring
M = Mk (Zp) [T, x] / (X

n − Ik×k) of k × k matrices of elements in the ring
R = Zp [T, x] / (x

n − 1). In 2020, Yassein et al. [14] proposed a new NTRU-
analogue called QOBTRU based on carternion algebra. In the same year,
Yassein et al. [15] introduced a new multi-dimensional public key cryptosys-
tem, called NTRTE, based on a commutative quaternion algebra with a new
structure. In 2021 Yassein et al. [16] introduced an analog QTRU cryptosys-
tem, called QMNTR, by designing a new mathematical structure.
In this study, we present a new public key cryptosystem, called BOTRU,
based on the bi-octonion subalgebra with a new mathematical structure and
we compare its performance with OTRU.
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2 BI-OCTONION SUBALGEBRA

In this section, the real bi-octonion subalgebra and its properties are intro-
duced. Let O be an octonion algebra defined as follows O ={x \x = x0+
∑

7

i=1
xi .ei \x0, . . . , x7 ∈ R}. Define the real bi-octonion subalgebra BOR of

dimension two as follows:
BOR = {a+ be1 �a, b ∈ R} such that e2

1
= −1, where {1, e1} form the

basis of the bi-octonion subalgebra. This algebra is associative and commu-
tative. Assume F be an arbitrary finite ring of char (F) 6= 2. We define the
bi-octonion subalgebra BOF over F as follows:

BOF = {a+ be1\ a, b ∈ F} ,

with the same operations, which are defined in the octonion algebra. Now,
if we have three truncated polynomial rings

K = Z [x] /
(

xN − 1
)

, Kp = (Z/pZ) [x] /
(

xN − 1
)

, Kq = (Z/qZ) [x] /
(

xN − 1
)

.

We can define three bi-octonionic subalgebras Ω , Ωp, and Ωq as follows:
Ω = {f0 + f1e1\ f0, f1 ∈ K} , Ωp = {f0 + f1e1\ f0, f1 ∈ Kp} , and Ωq =

{f0 + f1e1\ f0, f1 ∈ Kq}.

3 THE PROPOSED BOTRU

The parameters of the BOTRU cryptosystem consist of the integers N, p, q
as defined in OTRU and the subsets LF , LV , LG, LJ , LM , Lθ, and
LR ⊂ Ω are defined in Table 1.

where ℓ (d1, d2) = {f ∈ K\f has d1 coefficients equal 1, d2 coefficients
equal -1, the remaining equal 0}. The constants df , dv, dg, dj, dm, dθ,
and dr are defined in a similar role as in OTRU. The BOTRU cryptosystem
can be described through the following three phases:

Key Creation

To create BOTRU keys, we select four polynomials F ∈ LF , V ∈ LV , G ∈
LG, and J ∈ LJ , such that, F should be invertible modulo p and q, V invert-
ible modulo q, and J invertible modulo p, denoted by F−1

p , F−1

q , V −1

q , J−1

p

respectively.

F−1

q ∗ F ≡ I (mod q), F ∗ F−1

p ≡ I (mod p)
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Table 1: Subsets of BOTRU
Notation Definition

LF {f0 (x) + f1 (x) e1 ∈ Ω\f0 , f1 ∈ K satisfy ℓ (df , df − 1)}
LV {v0 (x) + v1 (x) e1 ∈ Ω\v0 , v1 ∈ K satisfy ℓ (dv, dv − 1)}
LG {g0 (x) + g1 (x) e1 ∈ Ω\g0 , g1 ∈ Ksatisfy ℓ (dg, dg)}
LJ {j0 (x) + j1 (x) e1 ∈ Ω\j0 , j1 ∈ K satisfy ℓ (dj, dj − 1)}
Lθ {θ0 (x) + θ1 (x) e1 ∈ Ω\θ0 , θ1 ∈ Ksatisfy ℓ (dθ, dθ) }
LR {r0 (x) + r1 (x) e1 ∈ Ω\r0 , r1 ∈ Ksatisfy ℓ (dr, dr)}
LM {m0 (x) +m1 (x) e1 ∈ Ω\ coefficients of m0 , m1 ∈ K are the

chosen modulo between −p/2 and p/2 }.

V −1

q ∗ V ≡ I (mod q), J ∗ J−1

p ≡ I (mod p).

The public keys are computed as follows:

H = F−1

q ∗G (mod q), K = J ∗ V −1

q (mod q).

Therefore, the private key is {F, G, J, V }.

Encryption

After converting the original message M to bi-octonion form, we choose ran-
dom polynomials θ ∈ Lθ and R ∈ LR. Now, compute E by the law

E = p (H ∗ θ +R) +M ∗K (mod q) .

Decryption

To get the original message after receiving the ciphertext from the sender,
we follow the following process:

a. Multiple Private Keys

B = F ∗ E ∗ V (mod q)

= F ∗ (p (H ∗ θ +R) +M ∗K) ∗ V (mod q)

= pF ∗H ∗ θ ∗ V + pF ∗R ∗ V + F ∗M ∗K ∗ V (mod q)

= pF ∗ F−1

q ∗G ∗ θ ∗ V + pF ∗R ∗ V + F ∗M ∗ J ∗ V −1

q ∗ V (mod q)

= pG ∗ θ ∗ V + pF ∗R ∗ V + F ∗M ∗ J (mod q) .
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such that the coefficient of pG ∗ θ ∗ V + pF ∗R ∗ V + F ∗M ∗ J lie in
the interval (−q/2, q/2].

b. Convert modulo q to modulo p.

Convert B = pG ∗ θ ∗ V + pF ∗R ∗ V + F ∗M ∗ J (mod q) to modulo p

B ( mod p) = pG ∗ θ ∗ V + pF ∗R ∗ V + F ∗M ∗ J (mod p)

= F ∗M ∗ J (mod p).

c. Multiple Inverses

F−1

p ∗B ∗ J−1

p (mod p) = M (mod p) ,

and the resulting coefficients are adjusted to lie in the interval (−p/2, p/2].

4 SECURITY ANALYSIS

In BOTRU an attacker who knows the public key,

H = F−1

q ∗G (mod q), K = J ∗ V −1

q (mod q),

the public parameters must search in LF and LV to find the private keys
F, V or (search in LG and LJ to find the private keys G, J), till a short
key for the decryption is found. By a brute force attack, the total space for
the four subsets LF , LV , LG, and LJ are calculated as follows:

|LF | =

(

N !

(df !)
2 (N − 2df)!

)2

, |LV | =

(

N !

(dv!)
2 (N − 2dv)!

)2

,

|LG| =

(

N !

(dg!)
2 (N − 2dg)!

)2

, |LJ | =

(

N !

(dj!)
2 (N − 2dj)!

)2

.

Therefore, the key space is equal to the following:

(N !)4

(dg!)
4((N − 2dg)!)

2(dj!)
4((N − 2dj)!)

2
.

Similarly, to find the original message, an attacker must search in Lθ and
LR such that
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Table 2: space of the private key and message
N df dv dg d1 dθ dr Key space Message space
107 12 12 12 12 5 5 3.3696× 10120 6.1472× 1063

107 20 20 20 20 10 10 1.0421× 10163 3.8134× 10106

149 12 12 12 12 10 10 6.0452× 10135 1.1432× 10119

149 25 25 25 25 20 20 8.2799× 10216 3.9455× 10190

167 18 18 18 18 18 18 3.5153× 10186 3.5153× 10186

167 27 27 27 27 22 22 1.0436× 10239 9.2180× 10211

211 20 20 20 20 18 18 8.5378× 10217 5.5077× 10202

211 34 34 34 34 22 22 1.9513× 10303 1.9088× 10232

257 20 20 20 20 18 18 8.6085× 10232 1.2893× 10216

257 24 24 24 24 24 24 1.6681× 10264 1.6681× 10264

|Lθ| =

(

N !

(dθ!)
2 (N − 2dθ)!

)2

, |LR| =

(

N !

(dr!)
2 (N − 2dr)!

)2

.

Therefore, the message space is equal to the following:

(N !)4

(dθ!)
4((N − 2dθ)!)

2(dr!)
4((N − 2dr)!)

2
.

The security level of the private key space and the message space accord-
ing to public parameters in BOTRU are shown in Table 2.

5 Comparison of BOTRU and OTRU

Key and Message Security

We compare the level of security of the keyspace and the message space of
BOTRU with the OTRU cryptosystem, as shown in Table 3, according to the
general parameters provided in Table 2. Consequently, the key and message
security of the system OTRU is twice the key and message security of the
system BOTRU.
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Table 3: Comparison of BOTRU, and OTRU

Message Space of Message Space of Key Space of Key Space of
BOTRU OTRU BOTRU OTRU

6.1472×1063 3.7788× 10127 3.3696×10120 1.1354× 10241

3.8134×10106 1.4542× 10213 1.0421×10163 1.0859× 10326

1.1432×10119 1.3068× 10238 6.0452×10135 3.6544× 10271

3.9455×10190 1.5567× 10381 8.2799×10216 6.8557× 10433

3.5153×10186 1.2357× 10373 3.5153×10186 1.2357× 10373

9.2180×10211 8.4972× 10423 1.0436×10239 1.0891× 10478

5.5077×10202 3.0335× 10405 8.5378×10217 7.2895× 10435

1.9088×10232 3.6438× 10464 1.9513×10303 3.8076× 10606

1.2893×10216 1.6622× 10432 8.6085×10232 7.4107× 10465

1.6681×10264 2.7825× 10528 1.6681×10264 2.7825× 10528

Computational Efficiency

Compared the arithmetic operations (addition and convolution multiplica-
tion) of BOTRU and OTRU are shown in Table 4. Therefore, the speed of
key creation, encryption, and decryption of BOTRU are faster than those of
OTRU.

Table 4: Convolution multiplication and addition of BORTU, and OTRU
BOTRU OTRU

Key Generation 8β 64β
Encryption 8β and 4γ 64β and 8γ
Decryption 24β and 4γ 1024β and 8γ

such that β is the convolution multiplication and γ is the polynomial
addition. Suppose that t is the time of convolution multiplication and t1 is
the time of polynomial addition. Based on Table 4, the speed of BOTRU
and OTRU are compared in Table 5.
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Table 5: Speed of BOTRU,and OTRU
BOTRU OTRU

Speed 40t+ 8t1 1152t+ 16t1

6 Conclusion

In this study, we introduced BOTRU as an alternative to NTRU. It is based
on bi-octonion subalgebra. This system, being multi-dimensional, makes it
possible to encrypt two messages from the same source or two independent
messages from two different sources at the same time which is an important
feature in certain applications. When the coefficient e1 is equal to zero,
BOTRU converts to NTRU. The speed of the BOTRU system is faster than
that of OTRU with the same parameters, where speed is important for many
applications. We have seen that the BOTRU system has a low-security level
compared with the OTRU cryptosystem.
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