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Abstract

With the progress and development of life, cryptography became
an indispensable science. As its usefulness is not limited to changing
the form of information and making it in the form of symbols that
are difficult to understand (even if it reaches unauthorized persons)
but through it becomes known that the information is original and
coming from its source and has not been modified during the sending
or saving process.

In this paper, we make an improvement and modification NTRU cryp-
tosystem by using a new tripternion algebra and changing the math-
ematical structure for public and private keys, as well as for text en-
cryption and decryption to obtain higher security.

1. Introduction

Encryption has been in use for thousands of years ago to protect confidential
information. Historically, used in wars to prevent the enemy from obtain-
ing secret messages, it has become nowadays an urgent necessity for other
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purposes. This has led to the necessity of discovering encryption systems to
preserve this information and ensure that it is not tampered with by pirates.

In 1996, Hoffstein et al. constructed a public key cryptosystem NTRU
[1] based on the convolution polynomial ring of degree N − 1, denoted by
Z[x]/(xN −1). An overview of some of these studies is abstracted as follows.
In 2002, drawing on the F2[x]/(x

N − 1), Gaborit et al. [2] proposed an alter-
native of NTRU, called CTRU . In 2005, Kouzmenko [3], designed a system
GNTRU that depends on Gaussian integers. Also, by replacing the ring of
polynomials with the ring of k × k matrices of polynomials, Coglianese and
Goi introduced the MaTRU cryptosystem [4]. In 2009, Nevins et al. [5] pro-
posed a new variant, to NTRU by replacing the original NTRU ring with
Einstein integers. Also, Malekian et al. [6] introduced a public key cryptosys-
tem QTRU depending on the Quaternion. NTRU is less resistant to some
attacks compared to QTRU . In 2010, Malekian et al. [7] proposed an alter-
native of NTRU, called OTRU, by replacing the original ring of NTRU with
Octonion Algebra. It encrypts eight data carriers per round and has a very
secure, complex core. In 2016, Yassein and Al-Saidi [8, 9, 10] introduced
HXDTRU and BITRU depending on the hexadecnion and binary algebras
respectively. In 2019, they also introduced another multidimensional analog
NTRU called BCTRU using bicartesian algebra [11, 12]. In 2020, Yassein
et al. [13] introduced the QOBTRU cryptosystem based on Carternion Al-
gebra. In addition, Yassein et al. [14] introduced a new NTRU alternative
cryptosystem, called NTRTE, that depends on a commutative quaternion
algebra with a new structure which is multi-dimensional. In this paper, we
use Tripternion Algebra and make a change to the mathematical structure
to design a new alternative cryptosystem, called NTRS.

2. NTRU Cryptosystem

NTRU cryptosystem depends on a truncated polynomial ring of degree N−1,
denoted by K = Z[x]/(xN −1), such that N is a prime number. The rings of
truncated polynomial mod p, denoted by the symbol Kp = Zp[x]/(x

N − 1)
and the rings of truncated polynomial mod q, denoted by the symbol Kq =
Zq[x]/(x

N − 1) , such that p, q are integers and gcd (p, q) = 1, where p is
smaller than q. The subset Lf , Lg, Lr, and Lm is defined as follows:

Lf = {f ∈ K : f satisfies ℓ(df ,df−1)}
Lg = {g ∈ K : g satisfies ℓ(dg,dg)}
Lr = {r ∈ K : r satisfies ℓ(dr,dr)}
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Lm = {m ∈ K: coefficients of M are chosen mod p between −p/2 and p/2}
where ℓ(dx,dy)={fǫ K\f has dx coefficients equal 1, dy coefficients equal -1,
the remaining equal 0}
The NTRU Cryptosystem passes the following stages:

Key Generation

We randomly choose two polynomials f and g from Lf and Lg such that f
has an inverse concerning p and q. f−1

p denotes the inverse of f concerning
p and f−1

q denotes the inverse of f concerning q. The public key is calculated
by the law h = f−1

q ∗ g (mod q), f and g are special keys that are known to
the recipient only, while h is known to both the sender and the recipient.

Encryption

The messagem ∈ Lm is encrypted after selecting a random polynomial r ∈ Lr

and using the formula

e = ph ∗ r +m (mod q).

Decryption

After receiving the encrypted text, the original text is obtained through steps:

f ∗ e (mod q) = (pf ∗ h ∗ r + f ∗m) (mod q)

Take

B = f ∗ e (mod p)

= f ∗m (mod p)

f−1
p ∗B (mod p) = m (mod p).

3. Tripternion Algebra

In this section, we introduce a new multidimensional algebra over the field
F which called Tripternion Algebra T as follows:
Let T = {a+ bx+ cx2 where a, b, c ∈ F}, where {1, x, x2} forms the basis of
this algebra. To define the operation on this algebra, assume that A,B ∈ T
such that
A = a0 + a1x+ a2x

2 and B = b0 + b1x+ b2x
2
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The addition, multiplication of two tripternions, scalar multiplication, and
inverse multiplication are defined by:
A+B = (a0 + b0) + (a1 + b1)x+ (a2 + b2)x

2

A ∗B = (a0b0) + (a1 b1)x+ (a2 b2)x
2

βA = βa0 + βa1x+ βa2x
2, for any scalar β

A−1 = 1
a0

+ 1
a1
x+ 1

a2
x2, a0 , a1, a2 6= 0,

where the identity element in T is given by 1 + x + x2. It is clear that the
tripternion algebra T is associative and commutative.

4. NTRS Cryptosystem

NTRS cryptosystem depends on generic parameters in NTRU and the alge-
bras A,Ap, Aq which defined as follows:

A = {a0 + a1x+ a2x
2|a0, a1, a2 ∈ K},

Ap = {a0 + a1x+ a2x
2|a0, a1, a2 ∈ Kp},

Aq = {a0 + a1x+ a2x
2|a0, a1, a2 ∈ Kq},

The subsets LF , LV , LU , LG, LR,Lθ and LM are defined as follows:

LF = {f0 + f1x+ f2x
2 ∈ A satisfies ℓ(df ,df−1)}

iesLV = {v0 + v1x+ v2x
2 ∈ A satisfies ℓ(dv,dv)}

LU = {u0 + u1x+ u2x
2 ∈ A satisfies ℓ(du,du−1)}

LG = {g0 + g1x+ g2x
2 ∈ A satisfies ℓ(dg ,dg)}

LR = {r0 + r1x+ r2x
2 ∈ A satisfies ℓ(dr ,dr)}

Lθ = {θ0 + θ1x+ θ2x
2 ∈ A satisfies ℓ(dθ,dθ)}

LM = {m0 +m1x+m2x
2 |coefficients of m are chosen mod p between −p/2

and p/2}, such that df , dv, du, dg, dr dθ and dm are constant integers less than
N, where ℓ(x, y)={fǫ K |f has dx coefficients equal 1, dy coefficients equal
-1, the remaining equal 0}.
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Key Generation

The public key and the private key are generated such that the receiver first
randomly chooses four small polynomials (the number of nonzero coefficients
is small) F,G, U , and V from LF , LG, LU , and LV respectively such that

1. F must be invertible mod q, denoted by F−1
q , such that F ∗ F−1

q = 1

2. U must be invertible mod p, denoted by U−1
p , such that U ∗ U−1

p = 1.

The public keys H and K are computed in following manner

H = F−1
q ∗ V ∗G(mod q)

K = F−1
q ∗ U(mod q).

Encryption

The system initially selects a random polynomial R ∈ LR and θ ∈ Lθ, called
the blinding polynomial, and converts the input message to a polynomial
M ∈ LM . The ciphertext is computed as follows:

E = p (H ∗R + θ) +M ∗K (mod q) .

Decryption

For the purpose of obtaining the original message, the following steps should
be followed:
After receiving the encrypted text, the original text is obtained through steps

F ∗ E (mod q) = F ∗ (pH ∗R + pθ +M ∗K) (mod q)

= (pF ∗H ∗R + pF ∗ θ + F ∗M ∗K) (mod q)

=
(

pF ∗ F−1
q ∗ V ∗G ∗R + pF ∗ θ + F ∗M ∗ F−1

q ∗ U
)

(mod q)

= (pV ∗G ∗R + pF ∗ θ +M ∗ U)(mod q).

Take

B = F ∗ E (mod p) = (pV ∗G ∗R + pF ∗ θ +M ∗ U) (mod p)

= M ∗ U (mod p) .

Take,

Y = B ∗ U−1
p (mod p)

= M ∗ U ∗ U−1
p (mod p)

= M (mod p)
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5. Comparison between NTRS and NTRU

5.1 Mathematical Operation and Speed

The comparison of the mathematical operations (convolution multiplication
and addition) of key generation, encryption and decryption between NTRS

and NTRU are shown in Table 1.

TABLE 1: Mathematical operations of NTRS and NTRU.

NTRS NTRU

Key Generate 36 convolution multiplications 1 convolution multiplications
Encryption 18 convolution multiplications,

6 polynomial addition
1 convolution multiplications,
1 polynomial addition

Decryption 45 convolution multiplications
, 6 polynomial addition

2 convolution multiplications,
1 polynomial addition

The speed of NTRS and NTRU. For addition, time is denoted by t and
multiplication is t1 are shown in Table 2. It is calculated as follows:

TABLE 2: Speed of NTRS and NTRU

NTRS NTRU

Speed 12t+ 99t1 2t+ 4t1

5.2 Level of Security

The key security level and the message security level in NTRS and NTRU

are in accordance with the same general parameters and are shown in Table
3.

TABLE 3: Level of security comparison of key and message between NTRS

and NTRU

Key security Message security

NTRS ( N !
(dg!)2(N−2dg)!

)3( N !
(dv !)

2(N−2dv)!
)3

( N !
(du!)

2(N−2du)!
)3

( N !
(dr !)

2(N−2dr)!
)3 ( N !

(dθ!)
2(N−2dθ)!

)3

NTRU ( N !
(dg!)2(N−2dg)!

) ( N !
(dr !)

2(N−2dr)!
)
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6. Conclusion

NTRS is a multidimensional public key cryptosystem via tripternion algebra
guarantees high security against attacks, as brute force and good efficiency.
Even though its speed is less than NTRU, it reduces the value of N while
maintaining a high level of security. With these characteristics, NTRS is
suitable for many applications that require more than one data source and
even one source as electronic voting.
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