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Abstract
Linear algebra represents one of the main adequate tools for watermarking applications. Therefore, in this paper, we propose a new
application of linear algebra to design an optimized secret image watermark sharing algorithm based on the Generalized Singular Value
Decomposition (GSVD) method. The characteristic of this decomposition method is factorizing the matrix into five new matrices. Two
of these matrices are nonnegative diagonal and the result of dividing them represents the important information of the image called
the generalized singular values. These values are utilized to find the
features of the original image that will be XORed with the binary
watermark such that the embedded watermark is obtained itself after the extraction process. The experimental results display that the
proposed optimized secret image watermark sharing algorithm is successfully resisted lots of attacks, like Salt and Pepper noise, Gaussian
noise, JPEG compression, Speckle noise, Motion filter, Median filter,
and Histogram equalization.
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Introduction

Linear algebra represents one of the mathematics sections that is extensively
exploited in several sciences and engineering fields [1]. It deals with vectors,
matrices, and linear transforms, among others. Therefore, it represents the
essential concept in the image processing area. Digital watermarking takes
the advantage of utilizing this mathematics section [2].
Secret sharing is a specific method of cryptography for safeguarding a secret
via separating it into distinct parts named shadows or shares. The adequate
parts are capable of efficiently revealing the secret. However, the inadequate
ones are not [3]. The secret sharing concept was extended from the domain
of numbers to the domain of images. This led to the scheme of secret image
sharing in which the binary secret image is converted into several images
(shares) of random-looking to be distributed to several participants [4, 5].
The transmitting of these generated noise-like shares over the internet makes
them suspicious to invaders and can possibly be attacked. Therefore, the
techniques of watermarking based on secret image sharing were developed to
yield zero-watermarking algorithms to avoid threats [6]. The algorithms of
zero-watermarking extract the essential features of original images without
modification. Consequently, these algorithms are capable of addressing the
inconsistency between robustness and imperceptibility of the conventional
watermarking algorithms [7].
There are many schemes of linear algebra-based zero-watermarking (secret
watermark sharing) algorithms that have been proposed in the past few years.
Mohammed [8] introduced a new linear algebra application depending on
Hessenberg Decomposition Algebraic Transform to optimize a zero watermarking scheme utilizing a Genetic algorithm. Waleed et al. [9] presented
an optimized secret watermark sharing algorithm based on Singular Value
Decomposition (SVD) in which the best blocks required for finding the best
features from the color images are found using the Shuffled Frog Leaping Optimization Algorithm. This proposed algorithm has efficiently maximized the
watermark robustness under several attacks. Kumar et al. [10] presented a
zero watermarking algorithm for the digital biometric images which exploited
the Low-frequency approximation of Discrete Wavelet Transform (DWT) to
obtain important blocks. Then the SVD was enforced on each block to obtain important features from the palm-print images. By the uniqueness of
palm-print attributes, the data duplicity was eliminated via this algorithm.
In the experiment, the average value of NCC over several attacks was more
than 0.8. Kang et al. [11] proposed a Polar Harmonic Transform (PHTs)

Combining Algebraic GSVD and Gravitational Search Algorithm...

755

based distinguishable and robust secret watermark sharing algorithm where
three moments of PHTs for the original color image are calculated at once
and then the robust moments are chosen. After that, a binary feature sequence based on content is obtained via determining the relation between
the adjacent moments’ magnitudes. The acquired results demonstrate that
the presented algorithm holds good discriminability and equalization, and
resisting scaling and rotation attacks. However, the robustness requires to
be improved withstanding Gaussian noise, JPEG compression, and median
filter attacks. Zhiqiu Xia et al. [12], proposed a triple zero-watermarking
algorithm in which the three forms of decimal-order polar harmonic transforms are utilized for constructing triple zero-watermarks. The obtained
results demonstrated that the presented algorithm is highly robust against
geometric attacks.
In this work, we adopt an algebraic decomposition method to design an
optimized secret watermark sharing algorithm using algebraic transformation
(GSVD). The organization of this paper is as follows: In section 2, we deal
with preliminaries. In section 3, we state the proposed optimized secret
watermark sharing in detail. In section 4, we describe the experiments. In the
final section, we draw some conclusion and suggest some recommendations.

2

Preliminaries

In this section, we give basic information needed in this paper.

2.1

Generalized Singular Value Decomposition (GSVD)

Linear algebra treats any type of array of non-negative scalar entries. Therefore, any image matrix can be dealt with on this basis. The Singular Value
Decomposition (SVD) is an effective numerical analysis tool used to analyze
matrices in the field of linear algebra. The algebraic transformation SVD
factorizes any matrix into the product of three matrices.
A = USV T ,

(2.1)
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where the matrices U, V , and S are all in Rn×n , U and V are both orthogonal
and S is diagonal:


σ 0 0


(2.2)
S = 0 . . . 0 
0

0

σn

Here the diagonal elements σ’ s are singular values and satisfy
σ1 ≥ σ2 ≥ ... ≥ σr ≥ σr+1 ≥ σn = 0 ...
The singular values σ1 , σ2 , ...σn are unique but the matrices U and V are not
unique. The SVD method is an optimal matrix decomposition technique in
a least-square sense that it packs the maximum signal energy into as few
coefficients as possible. It can adapt to the variations in local statistics of an
image. Figure 1 illustrates 512 × 512 Baboon image after applying the SVD
immediately [13, 14].
The Generalized Singular Value Decomposition (GSVD) is a matrix decomposition that is more general than the singular value decomposition.
When we apply the GSVD on two matrices A and B, the yield consists
of five matrices: U and V which are both unitary matrices, two diagonal
matrices with nonnegative values C and S, and one square matrix X. Thus,
defining the GSVD as
GSV D[A, B] = [U, V, X, C, S],

(2.3)

the original matrices A and B can be recovered from these matrices as follows:
A = U ∗ C ∗ X T and B = V ∗ S ∗ X T

(2.4)

With the diagonal matrix of singular values:
Σ = C ∗ S −1

(2.5)

CT ∗ C + ST ∗ S = I

(2.6)

such that,
Note that [U, V, X, C, S] = gsvd(A, B) returns unitary matrices U and
V , a (usually) square matrix X, and nonnegative diagonal matrices C and
S. When B is square and nonsingular, the generalized singular values,
gsvd(A, B), are equal to the ordinary singular values, svd(A/B), but they
are sorted in the opposite order. Their reciprocals are gsvd(B, A) [15].
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The SVD and GSVD have diverse applications that involve areas such
as signal processing, numerical computation, and statistics. Figure 2 below
illustrates 512 × 512 Baboon image after applying the GSVD immediately.
Figure 3 shows the intensity values of parts of the original Baboon image
matrix after being addressed by GSVD.

(a)

Color Image

(b)

(c)

Gray Image

(d)

U

(e)

S

Figure 1: The Effect of the SVD on Baboon Image
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Figure 2: The Effect of the GSVD on Baboon Image
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(a) Part of the Matrix of
Original Baboon Image
Used in GSVD

(b) Part of the Matrix
U of Baboon Image After Applying the GSVD

(c) Part of the Matrix V
of Baboon Image After
Applying the GSVD

(d) Part of the Matrix
X of Baboon Image After Applying the GSVD

(e) Part of the Matrix C
of Baboon Image After
Applying the GSVD

(f) Part of the Matrix S
of Baboon Image After
Applying the GSVD

Figure 3: The Intensity Values of Parts of the Original Baboon Image Matrix
After Being Addressed by GSVD
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Binary Gravitational Search Algorithm (BGSA)

The Gravitational Search Algorithm (GSA) was suggested in [16] and is considered as a major heuristic optimization algorithm that operate according
to the metaphor of the gravitational interactions among masses. GSA is
motivated by Newton’s theory stating that: ”Every particle in the universe
attracts every other particle with a force which is inversely proportional to
the square of the distance among them and directly proportional to the product of their masses”. Gravity can be considered as force, pulling together all
matter.
The initial form of GSA has been developed for the search spaces related
to real-valued vectors. Yet, a lot of optimization problems exist in the discrete (binary) space. In the previous form of GSA, algorithmic ”gravitational
forces” result in modifications in the search point’s position in multidimensional continuous space (search space). Concerning Binary Gravitational
Search Algorithm (BGSA), the result regarding such forces has been transformed to probability value related to each one of the elements in the binary
vector which will decide if the element is going to have a value of 1 or 0. The
force equation will be defined in Equation (2.7).
M1 M2
,
(2.7)
R2
where M1 and M2 represent the particles’ masses, R represents the distance
between them, G is the gravitational constant, the gravitational force among
big particles that are closer will be large, and its real value based on the
universe age is shown in Equation (2.8).
F =G

G(t) = G0 (1 −

t
tmax

),

(2.8)

where tmax represents the total number of iterations. G0 represents the value
related to the gravitational constant at the start.
Computer science employs the law of Newtonian gravitational in the issues of optimization as many solutions of the stochastic candidate, named
agents, which are generated for optimization problems as an initial population. Then every agent moves other agents according to the law of Newtonian
gravitational. So, the problem space is searched to discover the best possible
solution. Based on GSA, at the beginning of the algorithm, the population
of n agents will be created. Each agent’s position that is considered as a
solution is described as [17]:
Xi = (xil , ..., xid , ..., xim ); i = 1, 2, ..., n,

(2.9)
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in which xid represents the position of ith mass. After that, via estimating
and using each particle’s fitness value, their masses will be calculated as
(maximization problem):
qi
Mi = n
(2.10)
Σi=1 qi (t)
qi (t) =

f iti (t) − worst(t)
,
best(t) − worst(t)

(2.11)

in which f iti (t) represents the ith agent’s fitness value in the ith iteration
(i.e., specific-time), best(t) and worst(t) indicate best and worst values in
the tth iteration and are displayed in the following equations:
best(t) = maxj∈{1,...,n}f itj (t)

(2.12)

worst(t) = minj∈{1,...,n}f itj (t).

(2.13)

In the following stage, force act from j th to ith agent in tth iteration will be
assessed through the use of the following equation:
Fijd = G(t)

Mi (t) × Mj (t) d
(xj (t) − xdi (t)),
Rij + ε

(2.14)

where Mi and Mj indicate the mass of the agents i and j, e represents a small
constant. Rij represents hamming distance among two agents i and j. Total
force act from other agents to the ith agent will be calculated via summing
arbitrarily weighted forces which will be obtained from dth dimension of the
other agents:
Fid (t) = Σj∈Kbest,j6=iuγj Fijd (t),
(2.15)
where γi represents an arbitrary value in the range of (0 to 1). The K
optimum agents having the maximum fitness value will be just used for attracting others because such constraint is going to enhance the effectiveness
of GSA through handling explorations and exploitations to avoid trapping in
the local optimum solution. At the initial phase, the set of K best consists
of whole agents and reduces the linearly to one at a time. In the following
step, acceleration related to ith agent is estimated depending on the law of
motion through the use of the following equation:
adi (t) =

Fid (t)
,
Mi (t)

(2.16)
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Then the agent’s velocity in tth the iteration at dimension d will be estimated
via its acceleration, current velocity will be estimated through the use of the
following equation:
υid(t + 1) = ai υid(t) + adi (t),
(2.17)
where ai is a random value in the range [0, 1].
Concerning BGSA, the agent’s position in each one of the dimensions could
hold a value of one or zero. The agent’s position is updated depending on
the mass velocity probability using the following equation:


complement(xdi (t)); γi < S(υid(t)) = | tanh(υid(t))|
d
(2.18)
xi (t + 1) =
xdi (t),
Otherwise
To attain a good convergence, rate the velocity bounded by | υid (t) |< υmax =
6. Previous steps will be repeated until maximum iteration is achieved or
good solutions are obtained [18].

Figure 4: The Diagram of BGSA

3

The Proposed Optimized Secret Watermark
Sharing

In this proposed algorithm, GSVD is utilized to extract the features of the
original image and the optimal features are selected based on the BGSA
optimization algorithm. Then these optimal selected features are XORed
with the binary watermark such that the embedded watermark is obtained
itself after the extraction process.
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3.1

The Influence and the Importance of GSVD in the
Proposed Algorithm

The GSVD was applied to decompose each block of the original image into
five matrices to obtain the two diagonal matrices Ci and Si for each block,
each of Ci and Si includes the generalized singular values in the diagonal.
Hence, sum the diagonal elements of the matrices Ci to construct Li , the
same steps are applied on the matrices Si to construct Ni . All Li are divided
by the corresponding Ni to take out the matrix Ki and then the collected
matrix K that XORed (after conversion into a binary matrix Kb ) with the
binary watermark to generate the secret share.
The core idea is the operation used to compute the division between L and
N. Algebraically,
• mldivide(L, N) ∼
= L/N is the left division (forward slash) such that the
matrices L and N have the same number of rows except L is a scalar.
So, L/N is element-wise division represented by L/N = L./N.
• If L is a square matrix, then L/N ∼
= L ∗ inv(N).
• If N is a matrix of size n × n and L is a row vector of n components,
then the solution to the equation X ∗ N = L is X = L/N that obtained
by using Gaussian elimination with partial pivoting.
Because the secret watermark sharing schemes were built essentially on the
features of the original image (the most significant information), the GSVD
method was successful in embedding and extracting the watermark exactly.
This is due to the important property of the GSVD method that generates
two nonnegative diagonal matrices used to construct the secret share.

3.2

Embedding Algorithm

The process of constructing the secret share to design an optimized secret
watermark sharing algorithm using the GSVD method is explained in Figure
5. The itemized steps are inserted as follow:s
Step1: Input the n × n original image and turn it into grayscale.
Step2: Divide the grayscale image into 4 × 4 non-overlapping blocks.
Step3: Select the blocks that match the random key generated by the BGSA algorithm and apply the GSVD method on each block to obtain {Ui , Vi , Xi ,
Ci , Si }.
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Step4: Sum the diagonal elements Ci of each selected block to form Li and
also sum the diagonal elements Si of each block to form Ni . Divide Li
on Ni to obtain the feature Ki .
Step5: Convert the features matrix K into a binary matrix Kb as follows:
Kb (i, j) = 1
Kb (i, j) = 0

if K(i, j) ≥ K(i, j + 1)
otherwise

(3.19)

Step6: Input and convert the watermark matrix W into binary to get the
matrix Wb .
Step7: Perform XOR logical operation between the binary features of the original image Kb and the binary watermark Wb to get M.

Figure 5: The Diagram of Embedding Algorithm
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3.3

Optimal Secret Watermark Sharing Based on Binary Gravitational Search Algorithm (BGSA)

The BGSA algorithm is exploited to find the best blocks (optimal agents) in
the original image to extract robust features. The BGSA optimization algorithm based secret watermark sharing algorithm encompasses several steps
as follows:
Step1: Create the initial random population of n agents which indicates random numbers of blocks’ locations required for extracting the robust
feature bits.
Step2: Calculate the function of valuation which indicates the summation of
NC values for Six attacks ”Gaussian noise, JPEG compression, Speckle
noise, Motion filter, Median filter, and Histogram equalization” on the
original color image.
Step3: Complete the processes of optimization. Modify the G, worst(t), and
best(t). Compute mass and acceleration of agents; Update the velocity
of agents; Update the position of agents.
Step4: If the termination criteria are reached then obtain the optimal solution
otherwise go to step 2.
The selected agents that hold the highest valuation function indicate the
optimal blocks required to extract optimal features.

3.4

Extraction Algorithm

The extraction of the watermark is explained in Figure 6. The itemized steps
are inserted as the following:
Step1: Input the n × n suspicious image and turn it into grayscale.
Step2: Generate the binary feature matrix Kb as in the steps of the embedding
algorithm.
Step3: Apply the XOR logical operation between binary features of the original
image Kb and the secret share M to get Watermark.
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Figure 6: The Diagram of Extraction Algorithm

765

766

4

A. M. Abduldaim, A. K. Faraj

Experimental Results

To evaluate the performance of the watermarked images, there are some
types of measurements to determine the quality of the image including, peak
signal-noise ratio (PSNR) and Mean Square Error (MSE). The PSNR is most
commonly used as a measure of the quality of image reconstruction, where
the PSNR formula is:
2
P SN R = 20 log(

M AXI
)
M SE

(4.20)

where MAXI is the maximum possible pixel value of the image. The high
PSNR value indicates high security because it indicates the minimum difference between the original and watermarked data. So, no one can suspect the
hidden information. PSNR is measured in decibels (db).
Mathematically, the normalized correlation (NC) is adopted to check that the
proposed technique is working quite correctly such that the obtained results
are logical and precise. The optimal value of the NC is equal to 1.
Σm=1 Σn=1 W × W ′
√
N C(W ; W ′ ) = √
Σm=1 Σn=1 W 2 × Σm=1 Σn=1 W ′2

(4.21)

where W and W ′ represent the n × m original and extracted watermarks
respectively. The original images and the watermark utilized in this proposed
algorithm are illustrated in Figure 7.

(a)
age

Leann Im-

(b)
age

Baboon Im-

(c)

Girl Image

(d) Peppers Im-

(e)

Watermark

age

Figure 7: The Images Used in the Work
To evaluate the performance of the proposed secret watermark sharing
algorithm, the following attacks were applied, see Table 1.
It is noticeable that the proposed algorithm with and without optimization was worked successfully, whereas the watermarks were extracted exactly
depending on the NC values, see Table 2.
In this proposed algorithm after dividing the 512 × 512 original image
into 4 × 4 non-overlapping blocks, 128 × 128 blocks are obtained. The GSVD
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2
3
4
5
6
7
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Table 1: The Utilized Attacks and their Descriptions
Attack
Descriptions
JPEG compression
quality factor (QF) of 25
salt and pepper noise
density equal to 0.01
Speckle Noise
density equal to 0.01
Histogram equalization
Gaussian noise
mean equal to 0.01
Motion filter
Linear motion of camera was Len = 20
The median filter
Neighborhood size is 22
Table 2: The NC Values for Extracted Watermark Images
Image

Lena
Image

Baboon Girl
Image
Image

Peppers
Image

NC Values (with optimization)
NC Values (without
optimization)

1

1

1

1

1

1

1

1

method was applied on each selected block of the original image to separate
each block into five 4 × 4 matrices Ui , Vi , Xi , Ci , Si . In this algorithm the
matrices Ci , Si are utilized to obtain the features matrix K and convert K
into a binary matrix Kb . Then the XOR logical operation between the binary
features Kb and 64 × 64 binary watermark Wb is performed to create a secret
watermark share.
Before any image is attacked, the results of the direct extraction of the
watermark that are given in Table 2 presents the NC of the extracted watermark images which hold the value 1. This illustrates that the watermark
was extracted exactly and the GSVD method worked successfully before any
attack is being launched. Table 3 shows the original images, the watermark
image, and the extracted watermark (E.W.).
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Table 3: The Watermark that Embedded and the Extracted without Attacks
Image Type

Lena

Girl

Baboon

Peppers

Original Image

The Watermark

E.W.

Table 4 shows the robustness (NC) and the imperceptibility (PSNR) tests
of the secret watermark sharing algorithm of the extracted watermark after
using various kinds of attacks.

Table 4: The Values of the PSNR and the NC for Images after Attacks
without Using Optimization
Attacks

Lenna
PSNR
NC

Girl
PSNR
NC

Baboon
PSNR
NC

Peppers
PSNR
NC

Salt and
Pepper
Noise

26.765 0.914 26.156 0.923 27.187 0.902 26.609

0.900

JPEG
Compression

60.708 0.893 60.715 0.892 60.709 0.898 60.143

0.891

Hist.
Equalization

19.074 0.882 10.120 0.884 16.665 0.878 20.584

0.891

Gaussian
Noise

28.073 0.855 32.191 0.861 25.187 0.857 28.262 0.8529

Speckle
Noise

35.665 0.955 41.052 0.951 35.533 0.955 35.724 0.9557

Motion
Filter

22.058 0.933 24.454 0.932 21.260 0.933 21.095 0.9335

Median
Filter

28.720 0.886 32.356 0.896 24.241 0.888 29.153

0.890

Table 5 shows the corresponding attacked images under various attacks
and the watermarks that are extracted after extract the features from the
images after being attacked. We see that the attacked images are similar to
the host images under all attacks.
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Table 5: Extracted Watermark under Attacks without Optimization
Attacks

Salt and Pepper

E.W.
JPEG Compression

E.W.
Gaussian Noise

E.W.
Histogram Equalization

E.W.
Speckle Noise

Lena

Girl

Baboon

Peppers
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E.W.
Histogram Equalization

E.W.
Speckle Noise

E.W.
However, we note that the constructed watermark after attacks is not
exactly like the original one. So, to improve this algorithm the optimization
algorithm is suggested to be used. Table 6 shows the robustness (NC) and
the imperceptibility (PSNR) tests of the optimized secret watermark sharing algorithm of the extracted watermark after using various kinds of attacks.

Table 6: The Values of the PSNR and the NC for Images after Attacks Using
Optimization
Lenna
PSNR NC

Girl
PSNR NC

Baboon
PSNR NC

Peppers
PSNR NC

Salt and
Pepper
Noise

26.765

1

26.156

1

27.187

1

26.609

1

JPEG
Compression

60.708

1

60.715

1

60.709

1

60.143

1

Hist.
Equalization

19.074

1

10.120

1

16.665

1

20.584

1

Gaussian
Noise

28.073

1

32.191

1

25.187

1

28.262

1

Speckle
Noise

35.665

1

41.052

1

35.533

1

35.724

1

Motion
Filter

22.058

1

24.454

1

21.260

1

21.095

1

Median
Filter

28.720

1

32.356

1

24.241

1

29.153

1

Attacks
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The values of the PSNR of all the images are equal to the values of
the PSNR obtained in Table 4. This is because of the attacks launched on
the same original images in both algorithms with and without optimization.
Table 7 presents the extracted watermarks after attacks for each image.

Table 7: Extraction Watermark under Attacks with Optimization
Attacks

Salt and Pepper

E.W.
JPEG Compression

E.W.
Gaussian Noise

E.W.
Histogram Equalization

E.W.
Speckle Noise

E.W.
Histogram Equalization

E.W.

Lena

Girl

Baboon

Peppers

772

A. M. Abduldaim, A. K. Faraj

Speckle Noise

E.W.

5

Conclusions

We presented an application of linear algebra using a matrix decomposition
method (Generalized Singular Value Decomposition-GSVD) in image processing for a secret watermark sharing algorithm. Moreover, we used the
gravitational search algorithm to demonstrate the efficiency of the application and to improve the performance of using GSVD to find the optimal secret
image watermark sharing such that the watermark can be extracted successfully and the algorithm can resist most of the common attacks. Furthermore,
the proposed optimized secret watermark sharing algorithm satisfied several
properties: First, the robustness in which the NC values are equal to one
(optimal robustness) before and after shedding any attack. Secondly, the
imperceptibility in which the PSNR values are also optimal.
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