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Abstract
Using pari gp, we analyze and give an implementation of the symmetric key cryptographic algorithm using the Paley graphs and binary
codes.

Introduction
Generally, cryptographic schemes are based on mathematical problems like
factorization problems, discrete logarithms, elliptic curves, quadratic residues.
Some graph problems are exploited in coding theory due to their difficulty
and computing complexity. Coding using algebraic graphs is an important
topic. In [1], the authors introduced a new symmetric key cryptographic algorithm using Paley graphs and ASCII values. In [2], the author introduced
a Novel public-key cryptosystem based on the problem of performing a sequence of local complementations on the Paley graphs. The cryptanalysis of
these two cryptosystems is very difficult. The first difficulty is related to the
anonymous behavior of quadratic residues and the second is related to the
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problem of identification of the graph induced by a sequence of local complementations of the Paley graph of order p. Using pari gp, we will give an
implementation of the secret key cryptosystem of the algorithm proposed in
[1]. This implementation is used to determine the binary codes transformed
by this encryption algorithm using secret keys varying between 37 and 500.
The analysis of the set of possible messages shows that this proposed cryptosystem is powerful.
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Analysis and implementation of the symmetric key cryptographic algorithm using
Paley graphs

In this section, we will describe the symmetric key cryptographic algorithm
which was introduced in [1] and discuss its robustness.
A graph is a pair G = (V, A) where V is a set of vertices, and A ⊂ V × V
is a set of arcs or edges. A graph with n vertices can be represented by an
n × n adjacency matrix (gij )0≤i,j≤n−1, where gij = 0 if (j, i) ∈ A, and gij = 1
otherwise. The neighborhood of v ∈ V , is a set of all vertices that have a
shared edge with v.
To encrypt our message, we need to use the neighborhood set of a vertex v
defined as NV+ (v) = {x ∈ V /(v, x) ∈ A}.
The symmetric key cryptographic algorithm using Paley graphs is described
in [1] in the following way:

We describe the decryption scheme introduced in [1] as follows:
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Using pari gp, the following program gives all positions i of bi where we have
a change of the message bit corresponding to the message bit of ”Hello”

To analyze this cryptosystem, we will try to give the number of repetition
Ei of each bit bi transformed after each encryption step. The encryption is
done by choosing a secret key p varying between p = 37 and p = 500. After
running the program described above, We obtain the following results:
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Ei

45 27 29 38 40 34

41 38 41 46 39

39 33 45 45 33 40

i
Ei

19 20 21 22 23 24
34 39 44 44 40 35

25 26 27 28 29
42 44 39 46 43

30 31 32 33 34 35
45 34 39 37 23 40

43

To illustrate the difficulty of the cryptanalysis of this cryptosystem, we
will redo the same study for another clear message. Take, for example, the
message ”looks”. The results obtained are given in the following table:
i
Ei

1 2 3 4 5 6
47 24 30 42 43 62

7 8 9 10 11
40 45 45 35 33

12 13 14 15 16 17
41 42 46 41 46 45

i
Ei

19 20 21 22 23 24
36 49 45 38 49 40

25 26 27 28 29
37 29 35 38 36

30 31 32 33 34 35
39 41 40 37 14 41
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Conclusion

The difficulty produced during the cryptanalysis part of this cryptosystem is
due to the following problems:
- The behavior of quadratic residues is anonymous.
- The encryption of a bit of message is done according to the other plain
message bits.
We have tried to show that this cryptanalysis is difficult. This allowed us
to say that brute force attack remains, for the moment, the only way to the
decryption phase.
We conjecture that the cryptanalysis part will depend on probabilistic
methods that need study in order to give information on the power part of
the proposed encryption technique.
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