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Abstract

In this paper, we present a new multidimensional public-key cryp-
tosystem that is commutative and associative based on the subalgebra
of Quintuple algebra called Sgn which utilizes a novel mathematical
structure of two public keys and four private keys. This new structure
has made the public key system more secure.
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1 Introduction

Unlike public-key cryptosystems which are based on the difficulty of integer
factorization or the discrete logarithm, NTRU is a public key cryptosystem
in the ring of truncated polynomials Z[z](z" — 1) which is one of the public
key encryption systems that are capable of providing adequate levels of se-
curity at an extremely low cost [1]. Since NTRU was proposed, the original
design has undergone numerous improvements. In 2020, Yassein et al. [2]
offered a new NTRU-analog cryptosystem based on a new Carternion algebra
called QOBTRU. In the same year, Yassein et al. [3] designed a a new multi-
dimensional cryptosystem, called NTRTE, as an alternative to the NTRU
cryptosystem. In 2021, Yassein et al. [4] introduced QMTRU which is a
new multidimensional public-key cryptosystem with a high-security level. In
2021, Shihadi and Yassein [5] offered a multidimensional public key cryptosys-
tem NTRS using Tripternion algebra. In 2022, Ali and Yassein introduced
QTNTR, the multidimensional public key with high security and high speed
based on Quintuple algebra [6]. In this paper, we design a new variant of
NTRU, called SQNTRU, which is dependent on the subalgebra of Quintuple
algebra, which is namely Sgx with a new mathematical structure.

2 Sgny Subalgebra

Let QU be the real Quintuple algebra
QU = {(a1,b1) (1,1) + (a2, b2) (1, ) + (as, b3) (1,5) + (as, bs) (1, k) + (as, bs)
(1,h) /Jas,bs € R, 6 =1,...,5},
where {(1,1),(1, i), (1,7),(1,k),(1,h) } forms a basis of this algebra QU.
Consider the subalgebra Sgn of QU as a vector space of dimension three
over the real numbers R :
Son = {(a1,b1) (1,1) + (as, b2) (1, i) + (as, bs) (1,5) Jas, bs € R, 6 =1,2,3},
where {(1,1),(1, i), (1,7)} forms a basis of this subalgebra.

Assume that F is any finite ring with char(F) # 2. The Sgn subalgebra
over F is defined as follows:

SQN]_- = {(al,bl) (1, 1) + (&2, bg) (1, Z) + (&3, bg) (1,]) /a(;, b(s € f, 5 = 1, 2,3}

The definitions of addition, multiplication, and inverse multiplication are the
same as in the Quintuple algebra [6]. Consider the three truncated polyno-
mial rings J = Z [z]/ (zV — 1),7, = Zy[z]/(a" — 1),T, = Z,[z]/ (" - 1).
We can define the Sgn subalgebras U, U,, and U, as follows:
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O={(fi, f2) (1,1) + (f3, fa) (1,4) + (f5, f6) (1,5) /fs €T,6 =1,...,6},
Op = {(f1, fo) (1, 1) + (f3, fa) (1,0) + (fs, f6) (1, 5) / f5 € Tp, 6 =1,...,6},
Og ={(f1, o) (1, 1) + (f3, fa) (1,0) + (fs, f6) (1, 4) [ f5 € Ty, 0 =1,...,6}.

3 The Proposed SQNTRU Cryptosystem

Depending on the subsets Lr, Lg, Ly, Ly, Ly, and Ly C O such that Lr
has inverse mod p and ¢, Lg has inverse mod ¢, and £y, has an inverse mod
p in addition to the parameters adopted in the NTRU and the SQNTRU
cryptosystems consisting of the following phases:

Phase 1. Key Generation

To create the public key and the private key, first the receiver chooses ran-
domly four polynomails with small coefficients Fe Lr ,GeLq, T € Ly, and
veLl,. The keys are created using the following formulas:

ki =V * G (mod q)

and ky = F~1 % Y (mod q).

The process of creating keys requires twelve convolution multiplications.

Phase 2. Encryption

Initially, the message M is transformed into a polynomial in L. There-
after, a blinding polynomial ¢ € Ly is selected at random. M is encrypted
according to the following formula:

E = pky x99+ M xky (mod q).

The Encryption phase requires twelve convolution multiplications and six
polynomial additions.

Phase 3. Decryption

Once the ciphertext is obtained, the following steps are performed to obtain
the original text:
Compute A; = F « E (mod q), Ay = Ay * G (mod q). Convert A, from
mod q to mod p; i.e., A5 = Ay(mod p) and the coefficients are adjusted
to lie in the interval (52, 2]. Now, multiply Asby F~' from the left; i.e.,
Ay = F ' x Ag (mod p), and A5 = Ay V! (mod p) = M.

The Decryption phase requires eighteen convolution multiplications and
six polynomial additions.
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4 Security Analysis

The SQNTRU attacker searches the subsets Ly and Ly to get thr private keys
V and T in order to retrieve the original message. The size of the subsets Ly

and Ly are |Ly| = (Cé‘v/)6(Nd_jV)6 and [Ly| = ((Z)G(N;Td’f)ﬁ. Consequently,
the security of the message is equal to (é\é)g(N;j")s, (ﬁ)S(N;jT)?), or it can

be searched in the subset for accessing the private key from ciphertext to get

the original message. The size of the subsets Ly is |Lg| = ( C]l\g )G(N ;ﬂdﬂ )6. The

security of the message is equal to (C]l\;)s (N;ﬂdﬁ)g‘

5 Conclusions

In this paper, we detailed a new variant of NTRU called SQNTRU that
has some significant advantages in terms of both performance and security
when compared to the standard version cryptosystem. SQNTRU is a public
key cryptosystem that depends on newly generated triple algebra, which is
commutative and associative. The speed of SQNTRU is slower than NTRU
but the security of SQNTRU is better than that of NTRU. It is a multi-
dimensional cryptosystem that can encrypt six messages from a single source
or six different sources. This property is very important for some applica-
tions, such as electronic voting or financial transactions.
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