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Abstract

Given the increase in the various types of transactions over the In-

ternet and to ensure the confidentiality of the transmitted data, there

is need for encryption with the continued development of cryptosys-

tems. In this paper, we offer TRUFT, a multi-dimensional public key

cryptosystem, as a replacement for the NTRU encryption with a new

structure that increases complexity and security.
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1 Introduction

The Nth degree truncated polynomial ring unit (NTRU) public key cryp-
tosystem was established in 1996 by Hoffstein et al. [1]. In 2010, Malekian
and Zakerolhsooeini [2] presented a cryptosystem called OTRU, based on
octonions algebra. In 2016, Yassein and Al-Saidi [3] introduced HXDTRU
that depends on the hexadecnion algebras. In 2018, they also presented an-
other multidimensional analog to NTRU, called BCTRU, using Bicartesian
algebra [4]. In 2020, Yassein et al. [5] offered a Carternion algebra to build a
new cryptosystem which was named QMNTRU. In the same year, Yassein et
al. [6] introduced a new NTRU alternative cryptosystem called NTRTE that
depends on a commutative quaternion algebra with a new multi-dimensional
structure. In 2021, Yassein et al. [7] designed a new version of NTRU by
improving QTRU based on a new mathematical structure called QMNTR.
In 2021, Shihadi and Yassein [8] introduced a new analog NTRU that uses
Tripternion algebra and has good security and performance levels.

2 FTH Algebra

If FTH = {(h1, h2)(1, 1) + (h3, h4)(∝,∝)|hi ∈ F, ∀i = 1, 2, 3, 4} is defined
over F such that F is a field with Char(F ) 6= 2, then its algebra is called the
FTH algebra, where {(1, 1), (∝,∝)} is a basis with the operations addition,
multiplication, and scalar multiplication defined as follows:
Let D1, D2 ∈ FTH such that
D1 = {(k1, k2) (1, 1) + (k3, k4) (∝,∝)|k1, . . . , k4 ∈ F} and
D2 = {(t1, t2) (1, 1) + (t3, t4) (∝,∝) |t1, . . . , t4 ∈ F} ,
D1 +D2 = ( k1 + t1, k2 + t2) (1, 1) + (k3 + t3, k4 + t4) (∝, ∝) ,
D1∗D2 = (k1 t1 + k4t4 , k2 t2 + k3t3) (1, 1)+(k2 t3+k3t2 , k1t4+k4t1)(∝ ,∝),
(this multiplication is associative and commutative),
αD1 = (αk0, αk1)(1, 1) + (αk2, αk3)(∝,∝)
D−1

1 = ( k1
k2
1
−k2

4

, k2
k2
2
− k2

3

) (1, 1) + ( k3
k2
3
− k2

2

, k4
k2
4
− k2

1

) (∝, ∝) ,

where the identity multiplication is known by I = (1, 1) (1, 1)+(0, 0) (∝ ,∝) .

3 TRUFT Cryptosystem

Suppose ϕ = Z[x]/(xN − 1), ϕp = Zp[x]/(x
N − 1), and ϕq = Zq[x]/(x

N − 1)
are three truncated polynomial rings relying on the TRUFT cryptosystem.
Subsequently, three FTH algebras ß, ßp and ßq are defined as follows:
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ß = {(℧1,℧2) (1, 1) + (℧3,℧4) (∝,∝) |℧1, . . . ,℧4 ∈ ϕ},
ßp = (℧1,℧2) (1, 1) + (℧3,℧4) (∝,∝) |℧1, . . . ,℧4 ∈ ϕp} and
ßq = {(℧1,℧2) (1, 1) + (℧3,℧4) (∝,∝) |℧1, . . . ,℧4 ∈ ϕq} .

3.1 Public Parameters

The parameters of the TRUFT cryptosystem consist of integers N, p, and q,
similar to those of NTRU and the subsets TF, TS, TQ , TU, TJ , TD, TR and TM

such that:
TF = {F = (f1, f2)(1, 1)+(f3, f4)(∝,∝) ∈ ß|fi ∈ ϕ, i = 1, 2, 3, 4 satisfy ℓ(df, df−
1)},
TS =

{

S = (g1, g2) (1, 1)+(g3, g4) (∝,∝) ∈ ß|gi ∈ ϕ, i = 1, 2, 3, 4 satisfy ℓ (dg, dg)
}

,
TJ , TU, and TO are defined similar to TF and
TS, TQ, TD, TR are defined similar to TS.
In addition, TM =

{

M = (m1,m2)(1, 1) + (m3,m4)(∝,∝) ∈ ϕ| with coeffi-
cients of mi ∈ ϕ, i = 1, 2, 3, 4 ,mi are chosen modulo between −p/2 and p/2

}

with ℓ(dx, dy) =
{

F ∈ ϕ : F has dx with coefficients equal 1, dy coefficients
equal -1, and the remaining equal 0

}

.

3.2 TRUFT Phases

This cryptosystem consists of the following phase:

I. Key Creation
Here, we will choose six polynomials F ∈ TF, S ∈ TS, Q ∈ TQ , O ∈
TO , U ∈ TU, and J ∈ TJ to construct the keys B and H by the fol-
lowing formula:
B = F−1

q ∗S ∗ Q (mod q) ,H = O ∗ U ∗ J −1
q (mod q) .

II. Encryption
Once the original message M has been converted to FTH algebra, we
choose two random polynomials D ∈ TD and R ∈ TR and calculate E
by the formula:
E = p (B ∗D+R) +M ∗ H (mod q) .

III. Decryption
After receiving the ciphertext, the recipient can get the original message
through the following process:
X = F ∗E ∗J mod q = F ∗ (p (B ∗ D+R) +M ∗ H) ∗J (mod q) such
that the coefficient lies in the interval (−q/2, q/2].
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Converting X = p (S ∗ Q ∗D ∗ J )+(pF∗R∗J )+F∗(M∗(O ∗ U ∗ J −1
q ))∗

J (mod q) modulo p :
X (mod p) = p (S ∗ Q ∗D ∗ J )+ (pF ∗R∗J )+F ∗M ∗O∗U (mod p)
= F ∗M ∗O ∗U (mod p). Hence Fp

−1 ∗X ∗U−1
p ∗O−1

p = M (mod p) and
the resulting coefficients are adjusted to lie in the interval (−p/2, p/2].

4 Security Analysis

An attacker will search for the private keys S,Q,U, and O from the sets
TS, TQ, TU, and TO, respectively. The sizes of the subsets TS, TQ, TU, and TO

are equal to:

|TS| =

(

N !

(dg!)
2

(N−2dg)!

)4

, |TQ| =
(

N !
(d∐!)

2(N−2d∐)!

)4

,
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(

N !
(du!)
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)4

, and |TO| =

(

N !
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2
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)4

.

Consequently, the key security is

(

(N !)16

(d∐! du!d≀!dg!)
8

((N−2d∐)!(N−2du)! (N−2d≀)!(N−2dg)!)
4

)
1

2

.

An attacker can get the original text from the ciphertext by searching for
D ∈ TD and R ∈ TR. The sizes of the subsets TD and TR are equal to:

|TD| =

(

N !

(d⌈!)
2

(N−2d⌈)!

)4

, |TR| =
(

N !
(dr!)

2(N−2dr)!

)4

.

Consequently, the size of the security message is

(

(N !)8

(d⌈!dr!)
8

((N−2d⌈)!(N−2dr))
4

)
1

2

.

5 Conclusion

TRUFT is based on a new commutative and associative FTH algebra, with
good security and speed when compared to some of NTRU advancements.
This functionality can be very helpful in creating protocols or other appli-
cations of this type because it can encrypt four different messages from one
source or from many sources.
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