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Abstract

When data is shared over the public Internet, there is a possibility

that it can be hacked by hackers. To prevent this, cryptosystems can

be used to ensure the secure transmission of this. In this paper, we
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introduce a new public key HH-RSA that is based on five-dimensions

to get high security through key creation, encryption, and decryption.

1 Introduction

The RSA cryptosystem was introduced in 1977 depending on the parame-
ters derived from the prime [1]. In 1996, Hoffstein et al. introduced NTRU
that depends on a ring of truncated polynomials [2]. Later, many studies
came to develop the NTRU including MaTRU that was presented in 2005 by
Coglianese and Goi depending on a ring of k by k matrices of polynomials
[3]. In 2016, Yassein and Al-Saidi presented HXDTRU defined by hexadec-
nion algebra, and BITRU defined by binary algebra as analogs of the NTRU
[4, 5, 6]. In 2017, Yassein and Al-Saidi provided a comparison of the per-
formance of NTRU and some improvements of it [7]. Also, they proposed
a new like-NTRU depends on bi-cartesian algebra called BCTRU [8, 9]. In
2020, Yassein et. al. presented tow like-NTRU which are called QOBTRU
and NTRTE depending on carternion algebra and commutative quaternion
algebra, respectively [10, 11]. In 2021, Yassein et. al. presented five like-
NTRU called QMNTR, BOTRU, NTRS, QOTRU, and NTRSH depend on
quaternon algebra, bi-octonion subalgebra, tripternion algebra, Qu-octonion
subalgebra, and tripternion algebra respectively [12, 13, 14, 15, 16]. In 2022,
Al-Awadi [17] proposed the public key cryptosystems MaTRUD and PQ-RSA
that depend on the same algebraic structure for MaTRU and quaternion al-
gebra. In 2023, Yassein et al. [18] proposed the public key QuiTRU using a
new algebraic structure.

2 The HH-RSA Cryptosystem

The HH-RSA cryptosystem depends on the same parameter in polynomial
RSA but replaces the ring of polynomial ZP [x] with HH-Real algebra [18].
Let Ω = D < N (x) >= {all possible remainders such that all polynomial
in D divided by N (x)}. The phases of HH-RSA are described as follows:

I. Key generation: To generate the key, we need to use the following
steps:

• Select two irreducible polynomials P (x) and Q(x) not associated
from the sets LP , LQ respectively, such that P (x) =

∑4
i=0 pi(x) τ i

and Q(x) =
∑4

i=0 qi(x) τ i
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• Compute N(x) = P (x)Q(x) in D and S= number of invariable
elements in Ω modulo N(x).

• Choose e ∈ ZS = {0, 1, 2, . . . ,S − 1} such that gcd (e, S) = 1.

• Find d ∈ ZS such that ed ≡ 1 mod S (d = e−1 mod S).

II. Encryption: For any message M (x) =
∑4

i=0mi(x) τ i ∈ Ω, the cipher-
text C(x) is computed as follows:
C (x) ≡ (

∑4
i=0mi(x) τ i)

e
mod N(x).

III. Decryption: After the encrypted text is received and the sender ob-
tains the plaintext, he\she takes the following steps:

• If M(x) is invertible modulo N (x) , then

C [x]d mod N (x) ≡
[
∑4

i=0mi(x) τ i
]ed

mod N (x)

≡
[
∑4

i=0mi(x) τ i

]sk+1
mod N (x)

≡
[

(
∑4

i=0mi(x) τ i)
s
]k
[
∑4

i=0mi(x) τ i
]

mod N (x)

≡
[
∑4

i=0mi(x) τ i

]

mod N (x) .

• If M(x) has no inverse mod N (x) , then substituting S by congru-
ence mod P (x) and mod Q (x) respectively:

C [x]d mod N (x) ≡





(

4
∑

i=0

mi(x) τ i

)(pm−1)(pn−1)




k
[

4
∑

i=0

mi(x) τ i

]

mod P (x)

≡





(

4
∑

i=0

mi(x) τ i

)(pn−1)




k(pm−1)
[

4
∑

i=0

mi(x) τ i

]

mod P (x) ,

C [x]d mod N (x) ≡





(

4
∑

i=0

mi(x) τ i

)(pm−1)(pn−1)




k
[

4
∑

i=0

mi(x) τ i

]

≡





(

4
∑

i=0

mi(x) τ i

)(pm−1)




k(pn−1)
[

4
∑

i=0

mi(x) τ i

]

mod Q (x)

C [x]d mod N (x) ≡

[

4
∑

i=0

mi(x) τ i

]ed

≡ 1k(p
m
−1)

[

4
∑

i=0

mi(x) τ i

]
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≡

[

4
∑

i=0

mi(x) τ i

]

mod P (x) ,

[

4
∑

i=0

mi(x) τ i

]ed

−

[

4
∑

i=0

mi(x) τ i

]

≡ 0 mod P (x)

C [x]d mod N (x) ≡

[

4
∑

i=0

mi(x) τ i

]ed

≡ 1k(p
n
−1)

[

4
∑

i=0

mi(x) τ i

]

≡

[

4
∑

i=0

mi(x) τ i

]

mod Q (x) ,

[

4
∑

i=0

mi(x) τ i

]ed

−

[

4
∑

i=0

mi(x) τ i

]

≡ 0 mod Q(x)

therefore,

[

4
∑

i=0

mi(x) τ i

]ed

−

[

4
∑

i=0

mi(x) τ i

]

is divisible by P (x) andQ (x) .

Since P (x) , Q (x) irreducible and associated,
[
∑4

i=0mi(x) τ i
]ed

−
[
∑4

i=0mi(x) τ i
]

divisible by P (x)Q (x). Hence
[
∑4

i=0mi(x) τ i

]ed
−
[
∑4

i=0mi(x) τ i

]

≡ 0mod P (x)Q(x).

and
[
∑4

i=0mi(x) τ i

]ed
≡
[
∑4

i=0mi(x) τ i
]

mod N(x).

3 Security Analysis

To perform a brute force attack against HH-RSA, attackers use general pa-
rameters and N (x) =

∑4
i=0 ai(x) τ i, for the purpose of obtaining private keys

P (x) ǫLP or Q (x) ǫLQ. The space of key is equal to:
(

n1!
(dp!)

2(n1−2dp)!

)5

, 1 ≤ n1 ≤ n− 1or
(

n2!
(dq !)

2(n2−2dq)!

)5

, 1 ≤ n2 ≤ n− 1.

4 Conclusions

In this study, we introduced a new encryption algorithm called HH-RSA
which relies on the HH-Real algebra. It utilizes the same structure as the
original RSA but with high difficulty in polynomial factorization. The HH-
RSA system enjoys a high security level compared with NTRU, polynomial
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RSA, and PQ-RSA systems. It is suitable for many applications that rely on
multiple data sources.
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