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Abstract

OTRU is a multi-dimensional public-key cryptosystem which de-
pends on octonions algebra. In this paper, we present a new multi-
dimensional public-key cryptosystem, an improvement to the OTRU
called OTRCQ), based on octonions algebra, commutative quaternion
algebra and a new mathematical structure, with more security.
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1 Introduction

The OTRU public key cryptosystem was introduced in 2010 based on non—commutative
octonions algebra with ligh level of security [1]. In 2021, Abo-Alsood and
Yassein proposed QOTRU and BOTRU which depend on qu-octonion sub-
algebra and bi-octonion subalgebra of octonions algebra respectively [2, 3].
Also, Shahhadi and Yaasein proposed two public key cryptosystems called
NTRS and NTR,;, which depend on tripternion algebra [4, 5]. In 2022, Yaa-
sein et al. presented TOTRU, NTRygy, and AHgrr public key based on
octonions algebra, tripternion algebra, and quaternion algebra respectively
[6, 7, 8]. In 2023, Yassein and et al. introduced Q,;7RU and HUDTRU that
use quintuple algebra and HH- real algebra [9, 10]. In 2024, Abidalzahra and
Yassein presented ASTRU depending on AS algebra.

2 Algebraic Structure of the OTRCQ Cryp-
tosystem

The OTRCQ cryptosystem is based on octonions algebra with coefficients of
commutative quaternion.

The set of commutative quaternions algebra is a four-dimensional vector
space defined as: CQ = {q = to + t1i + toj + t3k : to, t1,ta,t3 € R} such that
{1,4,j,k} from the basis of commutative quaternion, where R is the set of
real numbers and i, j, k satisfy the following multiplication rules: i? = k? =
—1,j2=1,ij = ji = k [11].

Let F be a field with Char(F) # 2. Then the octonions algebra over F'
is as follows:

OfF = {7’0 + 277121 rnen}, where ro,r1,...77 € F, and {1,e1,es, ..., e}
form the basis of this algebra. (i.e., algebra of eight dimensions) [1].

Suppose that A = Z[z]/ (2" — 1), A, = Z,[z]/ (z — 1) and
Ay = Z,[z]/ (2" — 1) are truncated polynomial rings. Let €, €, and Q, be
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three octonions algebras defined as follows:

Q= {(f(o,o) + foni + foi + fosk) + (fao + fani + faai + fask) e
oot (fao + fani+ fazi + famk) er \ oo fons- - finy € A},

Qp =3 (fro0) + foni + fo2d + fonk) + (fao + fani + fazd + faak) e
+...+ (f(?,()) + fani + frr2)g + f(7,3)k) er \ fo0),fo1),---> fr3 € Ap}'

Q= 1 (foo + foni + fozd + fosk) + (foo + fani+ fani + fask) ex

+ .o+ (fro) + fani+ faoi + faak)er \ foos fo) - fs) € Aq}-

3 The Proposed Scheme OTRCQ Cryptosys-
tem

The OTRCQ public key cryptosystem depends on parameters N, p and ¢ as
defined in OTRU and the subsets L¢, Ly, Lg, L, and L,, C ) are defined as
follow:

Ly = {(f(o,()) + fo)t + fo2)7 + f(o,s)]f) + (f(l,O) + fat + faz)g + f(1,3)]f) el
+...+ (f(77o) + fani+ far2) + f(773)) er € Q\ fi € A has dy coefficients

equal to +1, (df — 1) coefficients equal to -1, and the rest are 0}.
Ly = {(9(0,0) + g1t + 9027 + 903k) + (90.0) + 90,17 + 90,2)] + 9a,3)k) €1
+ ...+ (g(m) + 90t + g2 J + g(773)) er € Q\ g; € Ahas d, coefficients
equal to +1, d, coefficients equal to -1, and the rest are O}.
LS = {(8(070) + 8(0’1)2. + 8(072)]. + 8(0’3)]{5) + (8(170) + 8(1’1)2. + 8(172)]. + 8(1,3)/{5) €1
+ ...+ (8(7,0) + st + Ser2)J + 5(773)) er € Q\ s; € A has d; coefficients
equal to +1, dy coefficients equal to -1, and the rest are 0}.
L, = {(7"(0,0) + ront + re2)) + 7‘(073)]€) + (7”(1,0) +rant+razgt+ 7‘(173)]{:) el
+...+ (7‘(770) +rant+reel + r(773)) er € Q\ r; € A has d, coefficients
equal to 1, d, coefficients equal to -1, and the rest are 0}.
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L, = {(m(o,o) + mo,1)t +m,2)J + m(073)k‘) + (m(l,o) +mant +mae] + m(l,g)k‘) el
+ ...+ (m(m) +mer i+ mro ] + m(7,3)) er € Q\'m; € A, coefficients of
M(a,3) are chosen between -p/2 and p/2 }

The OTRCQ can be described by three phases:

i. Key Generation phase
To generate the public key, first choose randomly three octonions F,G
and S, such that F' € Ly,G € L, and S € L,, and F' must have mul-
tiplicative inverse modulo p and g. The public key H is calculated as
follows: H = F, * G % S (mod q).

ii. Encryption phase
To encrypt a message M € L,,, select a random octonions R € L,., and
the ciphertext E is computed by F = pH x R+ M (mod q).

iii. Decryption phase
In order to recover the original text, the recipient performs the following
steps on the encrypted text:

V=FxExF(modq)=Fx(pH *x R+ M) * F(mod q)
=(pF*(FyxG+xS*R)«F+ FxMxF (mod q)
=pG xS+ Rx F+ Fx M * F(mod q),

such that the coefficients of the last term belong to (—¢q/2,q/2]. Take
U=V (modp)=Fx*M=+F (mod p),

F,xUxF,=F,«(Fx«MxF)xF, (mod p) =M (mod p), such that
the coefficients belong to (—p/2,p/2].

4 Discussion
The characteristics of the proposed cryptosystem are discussed in terms of

key security based on the site of the space of L, and L, (assuming that the
subset Ly is larger) which are calculated as follows:

|L|_ N32 N—dg 32|L|_ N32 N—ds 32
9= \d, d, ) 7T\, d, ) -
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As for security of the message, it depends on the site of the space of the

subset L,, which is equal to |L.| = (CJZ )32 (N;Tdr)w. As for the time taken
for the OTRCQ it is done by calculating the time required for each of the
three phases based on the convolution multiplication and addition operations,
which is equal to 58368 t+64¢,, where t represents the convolution polynomial

multiplication and ¢; represents the addition time.

5 Conclusion

The proposed multi-dimensional encryption based on a combination of octo-
nions algebra and commutative quaternion algebra by adopting commutative
quaternion algebra as coefficients for octonions algebra, which given higher
security compared to OTRU, but slower with the possibility of reducing that
slowness by reducing the degree of the polynomials. OTRCQ can be applied
to multiple source data, where 32 message can be encrypt at the same time.
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